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Abstract

In this paper we present our original methodology, in
which Matching Pursuit is used for networks anomaly and
intrusion detection. We propose to use mean projection of
the reconstructed network signal to determine if the exam-
ined trace is normal or attacked. Experimental results con-
firm the efficiency of our method.

1 Introduction

Intrusion Detection Systems (/ D.S) are based on mathe-
matical models, algorithms and architectural solutions pro-
posed for correctly detecting inappropriate, incorrect or
anomalous activity within a networked systems [1].

Intrusion Detection Systems can be classified as belong-
ing to two main groups depending on the detection tech-
nique employed:

1. anomaly detection
2. signature-based detection.

This classification is graphically presented in Figure 1 taken
from [1]. Anomaly detection techniques rely on the exis-
tence of a reliable characterization of what is normal and
what is not, in a particular networking scenario. More pre-
cisely, anomaly detection techniques base their evaluations
on a model of what is normal, and classify as anomalous all
the events that fall outside such a model [2].

If an anomalous behavior is recognized, this does not
necessarily imply that an attack activity has occurred: only
few anomalies can be actually classified as attempts to com-
promise the security of the system [3].

In this paper our original methodology for networks
anomaly and intrusion detection based on Matching Pursuit
is presented. In section 2 the motivation for signal process-
ing methodologies used in intrusion detection is given. In
section 3 Matching Pursuit algorithm and base function of
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Figure 1. Approaches to Intrusion Detection
Systems [source: [1]]
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the proposed dictionary design is shown. Experimental re-
sults and conclusion are given thereafter.

2 Intrusion Detection Systems based on Sig-
nal processing methods

Signal processing techniques have found application in
Network Intrusion Detection Systems because of their abil-
ity to detect novel intrusions and attacks, which cannot be
achieved by signature-based approaches. It has been shown
that network traffic presents several relevant statistical prop-
erties when analyzed at different levels (e.g. self-similarity,
long range dependence, entropy variations, etc.) [4].

Approaches based on signal processing and on statistical
analysis can be powerful in decomposing the signals related
to network traffic, giving the ability to distinguish between
trends, noise, and actual anomalous events. Wavelet-based
approaches, maximum entropy estimation, principal com-
ponent analysis techniques, and spectral analysis, are ex-
amples in this regard which have been investigated in the
recent years by the research community [5]-[9].

A powerful analysis, synthesis, and detection tool in this
field is represented by the wavelets. Indeed, time- and scale-
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Figure 2. IDS system block diagram

localization abilities of the wavelet transform, make it ide-
ally suited to detect irregular traffic patterns in traffic traces.
Recently many wavelet-based methods for detection of at-
tacks have been tested and documented. Some are based
on the continuous wavelet transform analysis, most of them
however refer to the discrete wavelet transformation and the
multiresolution analysis [4].

However, Discrete Wavelet Transform provides a large
amount of coefficients which not necessarily reflect re-
quired features of the network signals.

Therefore, in this paper we propose another signal pro-
cessing and decomposition method for anomaly/intrusion
detection in networked systems. We developed original
Anomaly Detection Type I DS algorithm based on Match-
ing Pursuit.

The general overview of our intrusion detection system
is presented in Figure 2.

3 Intrusion Detection System based on
Matching Pursuit

3.1 Introduction to Matching Pursuit

Matching Pursuit signal decomposition was proposed by
Mallat and Zhang [10].

Matching Pursuit is a greedy algorithm that decomposes
any signal into a linear expansion of waveforms which are
taken from an overcomplete dictionary D. The dictionary D
is an overcomplete set of base functions called also atoms.

D={ay:v€T} ey

where every atom ., from dictionary has norm equal to
1:
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Figure 3. Example dictionary atoms

(@)

I" represents set of indexes for atom transformation pa-
rameters such as translation, rotation and scaling.

Signal s has various representations for dictionary D.
Signal can be approximated by set of atoms ay from dic-
tionary and projection coefficients cy:

loy [ =1

|D|—1

s = E CLOL
n=0

To achieve best sparse decomposition of signal s (min) we
have to find vector ¢, with minimal norm but sufficient for
proper signal reconstruction. Matching Pursuit is a greedy
algorithm that iteratively approximates signal to achieve
good sparse signal decomposition. Matching Pursuit finds
set of atoms «,, such that projection of coefficients is max-
imal. At first step, residual R is equal to the entire signal
Ro = S.

3)

Ry = <a’Ym R0> Oy + Ry (4)
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Figure 4. Trace - number of packets per sec-
ond, normal (on the left) and attacked

If we want to minimize energy of residual R; we have to
maximize the projection [{c,,, Ro)|. At next step we must
apply the same procedure to R;.

Ry = <0471,R1> Qy + Rs 5)

Residual of signal at step n can be written as follows:

R's = R"'s — (R" sl ) ay, (6)
Signal s is decomposed by set of atoms:
N—1
s= Y (o, |R"s)ay, + R"s (7)
n=0

Algorithm stops when residual R"s of signal is lower
then acceptable limit.

3.2 Base Function Dictionary

In the proposed I.D.S solution 1D real Gabor base func-
tion (Equation 8) was used to build dictionary [11]-[13].

e (1) = Curne () cos(2nE(t —u) +6)  (8)

where:

—nt?

alt) = ©)

Vs
Cu,s,¢,¢ - 18 anormalizing constant used to achieve atom unit
energy,

In order to create overcomplete set of 1D base functions
dictionary D was built by varying subsequent atom param-
eters: Frequency ¢ and phase ¢, Position u, Scale s.

Base functions dictionary D was created with using 10
different scales (dyadic scales) and 50 different frequencies.
In Figure 3 example atoms from dictionary D are presented.
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Figure 5. Traces from Figure 4 reconstructed
with using Matching Pursuit decomposition.
Both signals were reconstructed with 300
base functions
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Figure 6. Trace - number of packets per sec-
ond, normal (on the left) and attacked

4 Experiments and Results

In our experiments we decided to detect anoma-
lous/attacked flows. We tested our algorithms on normal
and attacked traces to evaluate if our method is capable of
detecting anomalies/intrusions. For each normal trace, we
created corresponding attacked trace by injecting simulated
UDP flooding attack.

Decision block (Fig. 2) of our system is based on the
mean projection values. We calculate difference Dif f be-

tween attacked and corresponding normal traces according
to Eq. 10.

INTMP — ATMP|

D ) =
T = ax(NTMP, ATMP)

(10)

where NT M P is a mean projection of normal trace and
AT M P is mean projection of attacked trace.

If the value of Dif f > 50% our application signalizes
an attack.

The sample traces - normal and attacked, and their pro-
jection are presented in Figures 4-7.

Sample results of mean projection calculated for normal
and attacked traces, respectively, are shown in the Table 1.
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Figure 7. Traces from Figure 6 reconstructed
with using Matching Pursuit decomposition.
Both signals were reconstructed with 300
base functions

Table 1. Experimental results of intrusion
detection based on our matching pursuit

methodology.

Trace Number Normal trace Attacked trace
mean projection | mean projection

tracel 42.4 188.6
trace2 38.8 364.6
trace5 9.3 81.7
trace6 9.9 29.6
trace3 60.3 3.7

trace4 45.5 9.9

5 Conclusion

In the article our developments in feature extraction for
Intrusion Detection systems are presented. We showed
that Matching Pursuit may be considered as very promising
methodology which can be used in networks security frame-
work. Upon experiments we may conclude that mean pro-
jection differs significantly for normal and attacked traces.
Therefore our system easily detects attacked traffic and trig-
gers an alarm.

The major contributions of this paper is a novel algo-
rithm for detecting anomalies based on signal decomposi-
tion. In the classification/decision module we proposed to
use developed matching pursuit features such as mean pro-
jection. We tested and evaluated the presented features and
showed that experimental results proved the effectiveness of
our method.
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