Computer Networks 52 (2008) 2745-2763

2 |

Contents lists available at ScienceDirect
mit; ter
Computer Networks L",.h.»‘}”“

journal homepage: www.elsevier.com/locate/comnet

REFACING: An autonomic approach to network security based on
multidimensional trustworthiness

F. Oliviero, L. Peluso, S.P. Romano *

University of Napoli “Federico II", Via Claudio, 21, 80125 Napoli, Italy

ARTICLE INFO

ABSTRACT

Article history:

Received 28 May 2007

Received in revised form 31 January 2008
Accepted 20 April 2008

Available online 5 June 2008

Responsible Editor: Christos Douligeris

Keywords:

Trustworthiness

Network security
Autonomic communication
Information fusion
Dempster

Shafer theory

1. Introduction

Several research efforts have recently focused on achieving distributed anomaly detection
in an effective way. As a result, new information fusion algorithms and models have been
defined and applied in order to correlate information from multiple intrusion detection
sensors distributed inside the network. In this field, an approach which is gaining momen-
tum in the international research community relies on the exploitation of the Dempster-
Shafer (D-S) theory. Dempster and Shafer have conceived a mathematical theory of
evidence based on belief functions and plausible reasoning, which is used to combine sep-
arate pieces of information (evidence) to compute the probability of an event.

However, the adoption of the D-S theory to improve distributed anomaly detection effi-
ciency generally involves facing some important issues. The most important challenge def-
initely consists in sorting the uncertainties in the problem into a priori independent items
of evidence. We believe that this can be effectively carried out by looking at some of the
principles of autonomic computing in a self-adaptive fashion, i.e. by introducing support
for self-management, self-configuration and self-optimization functionality.

In this paper, we intend to tackle some of the above mentioned issues by proposing the
application of the D-S theory to network information fusion. This will be done by propos-
ing a model for a self-management supervising layer exploiting the innovative concept of
multidimensional reputation, which we have called REFACING (RElationship—FAmiliarity—Con-
fidence-INteGrity).

© 2008 Elsevier B.V. All rights reserved.

to a distributed exploitation of its resources. In such a sce-
nario, the identification of a potential attack requires that

As computer attacks become more and more sophisti-
cated, the need to provide effective intrusion detection
methods increases. Current best practices for protecting
networks from malicious attacks rely on the deployment
of an infrastructure that includes network intrusion detec-
tion systems. However, most such practices suffer from
several deficiencies, like the inability to detect distributed
or coordinated attacks and the high false alarm rates. In-
deed, detecting intrusions becomes a hard task in any net-
worked environment, since a network naturally lends itself
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information is gathered from many different sources and
in many different places, since no locality principle (neither
spatial nor temporal) can be fruitfully applied in the most
general case.

The classical approaches to distributed protection of a
network rely on the effective dissemination of probes
and classifiers/analyzers across the infrastructure.

We claim that the current solutions to the above men-
tioned issues lack two fundamental features, namely vari-
ability and trustworthiness. Indeed, in our view a network
should be capable to self-protect against attacks by means
of an autonomic approach which highly depends on the
effective exploitation, in each node, of on-line information
coming both from local analysis of traffic and from
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synthetic information delivered by neighboring nodes.
Self-organization demands for an un-coordinated capabil-
ity to appropriately orchestrate the behavior of a number
of distributed components. Besides this, the second chal-
lenge we identify resides in the need for having an
agreed-upon means of deciding whether or not informa-
tion coming from the outside world can be assumed to
be reliable.

In this paper, we discuss the main issues related to
improving network security through manipulating and
combining data coming from multiple sources. To this re-
gard, we start in Section 2 with an analysis of the state of
the art in the field of information fusion with a special fo-
cus on distributed intrusion detection. In the same section,
we devote particular attention to the Dempster and Sha-
fer's approach [1,2], which is quite well-known in the
international research community thanks to the so-called
theory of evidence. In Section 3, we introduce the basic prin-
ciples on which lays the autonomic communication para-
digm; this is preparatory to the heart of the paper, whose
main contribution comes in the subsequent section. More
precisely, we discuss in Section 4 a model for a self-man-
agement supervising layer exploiting the innovative con-
cept of multidimensional reputation. A thorough
performance evaluation of the proposed model is con-
ducted in Section 5. Section 6 proposes a survey of works
which have some points in common with our approach,
since they exploit the two main features of our solution,
namely cooperation and reputation-based information
sharing. Conclusions are provided in Section 7.

2. Detection from multiple sources

As soon as one starts spreading detection components
across a network, the issue arises to appropriately orches-
trate their operation. In fact, information retrieved from a
single sensor is usually limited and sometimes provides
for low accuracy. The use of multiple sensors definitely
represents a valid alternative to infer additional informa-
tion about the environment in which the sensors operate
[3-8]. To this aim, many research efforts have so far been
conducted with the goal of defining effective approaches
for the combination of information coming form multiple
sources [9]. Data fusion deals with the combination of
information produced by different sensors, with the final
aim of improving both the accuracy of the classification
process and the reliability of the decision-making process.

Evidently, any approach relying on information fusion
brings in some contrasting points. In fact, if on one hand
the data fusion process can highly improve reliability of
the detection, on the other hand it also makes a strong
hypothesis on the reliability of the information which is
subject to the analysis. Stated in different terms, as soon
as we start relying on data coming from the outside world,
we have to ensure that such data can be considered as reli-
able as our local information, in order to avoid that the fu-
sion process becomes even worse than it used to be in the
absence of cooperation. This adds a further level of com-
plexity to the overall intrusion detection system. The ideal
situation foresees the possibility to associate local and for-

eign decisions with a corresponding weight, which actually
represents the current level of trustworthiness assigned to
the corresponding originating source. In the depicted sce-
nario, each decision in a single node would be taken by
appropriately measuring a weighted combination of local
and foreign data, with the weights which should vary in
time as a function of the reliability of all participating
nodes all along their past history.

While simple in its formulation, the above ideal sce-
nario definitely looks ideal, in the sense that it is not at
all easy to dynamically set weights in an ever-changing
environment such as a network crossed by a variegated
portfolio of potential traffic profiles (with each such profile
subject to unpredictable changes in space and time).
Hence, the contribution of our research aims to bring some
insights specifically suited to tackle the above mentioned
issue. To this aim, we propose to exploit the concept of
weighted information fusion in a highly dynamic fashion.
The key issue we are addressing is that of dynamically
changing the values of the weights assigned to information
sources in such a way as to let them concretely follow the
current level of reliability of the sources themselves. The
system we devise can be compared to a dynamic controller
which appropriately sets the values of the parameters of a
control function in which the variables to be tuned repre-
sent the decisions taken at different points of the network.

By summarizing the above considerations, we can easily
identify one major challenge, concerning the need to effec-
tively measure the level of trustworthiness to be assigned
to both local and foreign decisions.

In the following of this paper we will touch upon the
above issue. We will introduce a new model for determining
the degree of fairness of a node based on a multidimensional
framework (REFACING - Relationship-FAmiliarity-Confi-
dence-INteGrity) envisaging the thorough analysis of the
relations between each pair of interacting nodes.

Before delving into the details of the REFACING model,
though, we have to introduce some fundamental
background concepts related to, respectively, the Demp-
ster-Shafer Theory of evidence and the autonomic com-
munication paradigm.

2.1. D-S theory

The Dempster-Shafer (D-S) theory provides an interest-
ing alternative to traditional bayesian models for the
mathematical representation of uncertainty [10-12]. The
basic principle which this theory is based upon consists
in the fact that no assumption about the probability of
the constituents of a generic set of events is needed. From
this perspective it can be interpreted as a generalization of
the classical probability theory where probabilities are as-
signed to sets or intervals rather than to mutually exclu-
sive singletons. Moreover, the most innovative and
interesting aspect of the D-S theory is the effective rule
which allows to combine evidence coming from multiple
sources and to model conflicts among them.

There are three important functions in the D-S theory:
the basic probability assignment function (bpa), the Belief
function, and the Plausibility function. The basic probability
assignment is a primitive of evidence theory and defines a
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mapping of the power set to the interval between 0 and 1.
More exactly, the value m(A) of the bpa for a given set A ex-
presses the proportion of all relevant and available evi-
dence that supports the claim that a particular element
of the considered global set belongs to the set A but to
no particular subset of A. Formally, this description of bpa
can be represented with the following equations:

m(0) =0, M

m(A) =1, (2)
AeP(X)

where P(X) represents the power set of X, 0 is the null set,
and A is a set in the power set A € P(X). From the

m: P(X) — [0,1], 3)

basic probability assignment, the upper and lower bounds
of an interval can be defined. This interval contains the
precise probability of a set of interest (in the classical
sense) and is bounded by two nonadditive continuous
measures called, respectively, Belief and Plausibility. The
lower bound, Belief, for a set A is defined as the sum of
all the basic probability assignments of the proper subsets
B of the set of interest A (B C A). The upper bound, Plausibil-
ity, is the sum of all the basic probability assignments of
the sets B that intersect the set of interest A (BNA # ().
Formally, for all sets A that are elements of the power set
(A€ P(X))

Belief(A) = Y m(B), (4)
B|BCA
Plausibility(A) = > m(B). (5)
B|BNA#£()

The D-S theory provides a rule to combine evidences from
independent observers O; and O, into a single and more
informative hint:

_ 2pcami (B)my (C)
miz(A) = > e (B)m2(C) ©

The depicted D-S combining rule implies that we equally
trust all observers. This assumption normally does not hold
in several environments, such as a distributed intrusion
detection system, whose sensors span multiple domains
[11]. There are several reasons for this. First, information
coming from different remote sources is considered less
trustworthy than that produced by local sources. Second,
multiple sources are located in different places; hence,
they may capture different traffic profiles. Third, multiple
sources usually perform differently in detecting identical
events.

To address the above mentioned issue, many research
activities have so far been conducted with the intent of
defining efficient approaches and algorithms to address
the fact that we cannot trust all sensors equally and that
a given observer might have different effectiveness in
detecting individual misuse types. The most important
outcomes have been obtained by developing an extended
D-S theory which considers a “conditioned” view of evi-
dence and proposes a modified combining rule able to take
into account the above mentioned weights [11]. In the ci-

ted research work, the authors have proposed the follow-
ing combining rule:

Sy calim (B [y ()"
A) = .
M) == B [ma ()

Although this approach is more general than the basic one
and can be applied to several kinds of scenarios, it still
leaves some important open issues. This is mainly due to
the fact that information fusion approaches are mostly fo-
cused on the development of effective analytic methods to
evaluate combined evidence. However, we have to take
into account the actual deployment of these approaches
in real-world scenarios in which the inherent variability
enforces both evidences and weights to change in order
to adapt combining rule’s results to the situational-context.

The above consideration has been the main source of
inspiration for our recent work, which mainly deals with
the practical application of the mentioned theoretical re-
sults to the effective management of computer networks.
We have soon realized that one major issue arises as soon
as one tries to cope with variability. This issue concerns the
procedure for adjusting the weights that have to be
adopted while evaluating the enhanced D-S combining
rule and it can be addressed by equipping a system with
self-management functionality.

In summary, we claim that in the above mentioned sce-
narios (and especially in those related to network security)
a broader vision should be considered in order to make the
deployment of the information fusion process become
more concrete. To this aim, in this paper we propose a no-
vel approach to network security in which information fu-
sion techniques are seen from a wider perspective, related
to the autonomic computing paradigm, and combined with
self-management functionality. Hence, in the next section
we will briefly introduce some autonomic computing ideas
which will help us set the ground to the presentation of our
proposal for a self-management approach to network pro-
tection. As it will come out from the following of the paper,
we are going to propose an interpretation of Information
Fusion as a situational-aware and automatically adaptive
decision-making process.

(7)

3. Autonomic communications

In the recent years, we have been witnessing many rad-
ical changes in thinking computer networks. The on-going
convergence of networked infrastructures and services, in
fact, has changed the traditional view of the network from
the simple wired interconnection of few manually admin-
istered homogeneous nodes, to a complex infrastructure
encompassing a multitude of different technologies, heter-
ogeneous nodes, and diverse services. This situation has
put a challenge for the research community to engineer
systems and architectures that will increase the robustness
of the current and future internetwork whilst alleviating
both management costs and operational complexity. The
autonomic communications research community has been
formed to respond to this challenge.

From this perspective, autonomic communication (AC)
represents a new emergent paradigm for today’s
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networked cooperation. Many efforts have been devoted to
proposing its most appropriate definition and application
in different actual scenarios. Based on interdisciplinary
grounds, AC tries to tackle the problem by developing
architectures and models of networked systems that can
manage themselves in a reliable way always fulfilling their
service mission. In fact, the essence of autonomic comput-
ing systems consists in the self-management requirements,
the intent of which is to free system administrators from
the details of system operation and maintenance and to al-
low systems managing themselves given high-level
objectives.

Independently from networked systems’ behaviors and
purposes, the following properties should be exhibited by
any autonomic computing system in order to fulfill self-
management needs [13]:

e Automatic: this essentially means being able to self-con-
trol its internal functions and operations. As such, an
autonomic system must be self-contained and able to
operate without any external intervention;

e Adaptive: an autonomic system must be able to change
its operation. This will allow the system to cope with
temporal and spatial changes in its operational context
either long term (environment customization/optimiza-
tion) or short term (exceptional conditions such as
faults, attacks);

e Aware: an autonomic system must be able to monitor its
operational context as well as its internal state in order
to be able to assess if its current operation serves its pur-
pose. Awareness will control adaptation of its opera-
tional behavior in response to situation or state changes.

The sequence of the above mentioned properties highlights
the basic principle of the autonomic computing paradigm.
Any autonomic system must have a sensing capability in
order to enable the overall system to observe its external
operational context and to self-adapt its behavior to fit
any environment changes.

3.1. Applying AC principles to reputation assessment

Autonomic communication systems support dynamic
coalitions of users or entities sharing common interests.
In this context, self-management approaches become fun-
damental to enforce “law and order” through distributed
an loosely coupled schemes based on democratic rules,
therefore avoiding the complexity and rigidity of central-
ized control at an extreme, and the complete anarchy lead-
ing to irrelevant information, malicious or free behavior at
the other extreme. Therefore, the need arises to reach the
following objectives: (i) to distribute community control
into the community itself in order to allow self-manage-
ment; (ii) to detect, remove and isolate malicious and mal-
functioning components; (iii) to identify components that
are overloaded or prone to failure or simply have lower
capabilities.

As an example of the above considerations, the ROCQ
(Reputability-Opinion-Credibility—Quality) self-manage-
ment approach has been proposed in [14]. In their work,
the authors present a distributed reputation-based trust

management system that computes the trustworthiness
of peers on the basis of transaction-based feedback. It al-
lows the construction and dissemination of a system-wide
consensus view of a node’s behavior. The following repre-
sent some useful metrics to characterize a node’s behavior:
honesty, quality of the provided service, reliability, level of
cooperation, etc.

A first comment can be made about the above charac-
terization metrics. Some of them, like quality of service
and reliability, deal with intrinsic capabilities of the com-
munity nodes. Some others, like honesty and cooperation
level, are instead in strict relation to the overall behavior
of a system made of cooperating entities sharing common
objectives. With respect to these last parameters, in an
ideal world the entities belonging to the same community
should frankly “report” to the system information about
their own behavior. In reality, this naturally entails the
possibility that some node in the community starts lying,
or at least behaving in an “egoistic” fashion. Thus, it looks
evident that any autonomic system should be equipped
with a coherent self-management mechanism based on ex-
plicit feedback about a node’s behavior provided by the
peering entities which such a node interacts with, rather
than by the node itself.

According to the previous analysis, the ROCQ model
combines the following four parameters: Reputation, or a
peer’s global trust rating; Opinion, formed by a peer’s
first-hand interactions; Credibility of a reporting peer;
Quality, or the confidence a reporting peer puts on the
feedback it provides.

Basically, ROCQ represents a model for a management
system based on the concept of reputation, whereby each
participant shares with the other system entities behav-
ioral feedback information. Such feedback definitely repre-
sents a participant’s judgement about both himself and the
others and is exploited at the management level in order to
estimate the system-wide reputation of a generic member
of the community.

Although this model seems very intuitive and its exper-
imental results confirm the approach, we believe that the
metrics on which it is based result too subjective to be
monitored and applied. The ROCQ approach is based on
the concept of opinion which consists in an a priori feed-
back formed by a peer’s interactions. In some scenarios,
such as distributed intrusion detection systems, a generic
node cannot take decisions or make considerations about
other nodes before any ‘“global” decision is taken at the
system level. In fact, in a distributed attack scenario, only
after a final, agreed-upon decision has been taken by the
entire community, each node can form an opinion about
the interactions it carried out with the other nodes. Be-
sides, a generic network element might lie about its opin-
ion related to other nodes, thus making it harder (not to
say, unpredictable) the decision-making process.

4. REFACING: dynamically renewing network
nodes’reputation

The model we propose to assess the reputation of net-
work components taking part to the distributed detection
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Fig. 1. The REFACING model.

process is called REFACING (RElationship-FAmiliarity—Confi-
dence-INteGrity) and is based on a multi-layered approach,
as depicted in Fig. 1.

The lowermost layer provides information about the
existence of some form of connection among detection
components (probes, detection engines, decision engines,
etc.). The absence of connection indicates the actual
impossibility of carrying out any form of social relationship
with the other nodes of the network. Otherwise, the sec-
ond layer in the stack can prove useful to quantitatively

Attacker

Attacker

measure the level of interaction existing between each pair
of network nodes. The more we interact, the more familiar
we result with respect to each other. Though, this does not
necessarily imply that we trust each other: I can know you
quite well, but (or even better, just because of this) I can
hardly trust you if our past interactions showed me that
you are not that reliable. This is the reason why we intro-
duce the third layer of the trustworthiness stack, which
deals with confidence. If I have relations with others, and
if I am familiar with the others as well, I can much more
objectively determine their level of trustworthiness with
respect to our social interactions. This said, to further fos-
ter the capability of assessing someone else’s fairness level
related to his/her interactions in the network, one more
dimension should be taken into account to somehow re-
flect the variability in the behavioral interaction patterns
of each node. To make things clearer, the fact that some
node has showed a balmeless behavior in one single inter-
action does not necessarily mean that such node shall be
irreproachable also in its subsequent interactions. Some
form of estimation of the line of conduct over time is defi-
nitely needed for all nodes: the more coherent my behav-
ior has been in the past, the less probable it will be that I
will behave badly in the near future. This is dealt with at
the uppermost layer, which provides information about
the level of integrity of network nodes.

We do believe that the adoption of such a multi-layered
model helps add objectivity to the assessment of network
nodes’ reputation, since it takes into account a number of
complementary, though highly correlated, facets.

In our view, the REFACING methodology is imple-
mented at the level of management of the overall infra-
structure, as depicted in Fig. 2. The management layer
has a global view of the physical topology of the network
and is thus capable to determine whether or not there

Target

Fig. 2. The REFACING methodology.
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exists some form of relationship (layer 1 in the trustwor-
thiness stack) between the network nodes. Furthermore,
thanks to monitoring it can also determine the frequency
of the interactions among the network elements (layer 2
of the stack). Information pertaining to the third layer
can be retrieved through a comparison between each eval-
uation provided by a single node and the global opinion of
the system (e.g. my confidence level gets higher if my per-
sonal evaluation was found in accordance with the final
decision taken by the distributed detection system after
analyzing all single decisions coming form the network
nodes). Finally, data at the fourth layer can be computed
by statistically analyzing the information related to all past
interactions among all underlying nodes (e.g. my integrity
level gets higher if my confidence level has kept on growing
over the past interactions).

After each evaluation turn, the management layer can
compute a set of labels (one for each network node in-
volved in the detection process), which are assigned to
the nodes through, for example, a policy-based approach.
The label computation process can be as general as possi-
ble and will normally be influenced by information belong-
ing to all of the layers in the trustworthiness stack (in a
simplistic scenario, it might for example be a simple
weighted sum of the values computed at each of the four
layers). The labels are then used by all nodes whenever
they start a new interaction. Each label acts like a business
card for the node involved in the interaction and can be
used by the other nodes in order to assign a weight to
the information they have received from their partners.

In order to better highlight the potential application of
this novel self-management approach to improve the
information fusion process, let us consider the weighted
D-S combining rule expressed in (7). In this formula, w;

F. Oliviero et al./ Computer Networks 52 (2008) 2745-2763

is the weight for the generic observer O;. As above claimed,
depending on the situational-context, the management
process can evaluate the level of trustworthiness of each
node involved in a generic transaction by quantitatively
measuring the relationship, familiarity, confidence and
integrity metrics. It can then assign each observer its com-
puted trustworthiness label. During each transaction, each
node has to evaluate the ith weight to be employed in
the D-S combining rule. To this aim, right after the label
exchanging phase, it can apply a utility function, which
we call management function (MF), to the previously mea-
sured values as expressed in the following expression:

w; = MF(relationship, familiarity, confidence, integrity).
®)

For administrative purposes the management function
can be appropriately suited to meet the specific domain’s
high-level goals and/or requirements.

4.1. Implementation of the REFACING model

In this subsection, we describe a practical implementa-
tion of the REFACING model, exploiting both information
fusion (through the weighted Dempster-Shafer theory)
and the “trustworthiness” estimation mentioned above.
The informal data flow diagram in Fig. 3 depicts the behav-
ior of the system we realized.

We assume that we have a certain number of REFACING
peers which are entitled to express their opinion about a
specific situation. As an example, these peers might be
intrusion detection systems used to detect potential at-
tacks to a network infrastructure. At the occurrence of spe-
cific events (e.g. when a new packet is captured, when a

Fig. 3. REFACING system data flow.
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timeout for exporting flow information expires, etc.) each
such peer will emit his own verdict depending on the inner
behavioral rules it is based upon.

Taking the example of a packet-based distributed intru-
sion detection process, we can assume that each IDS clas-
sifies network traffic by associating each packet with a
specific “class”. For the sake of simplicity, we herein make
the hypothesis that the classes involved are the following:
attack, normal, attack/normal. This means that upon recep-
tion of a packet, each IDS classifies it depending on its own
bpa, which is seen as a vector of three possible values, asso-
ciated, respectively, with the probability that the packet in
question is either an attack, or a normal piece of informa-
tion, or something which the IDS is not able to classify as
belonging to either of the above classes.

The output of the different peers is then normalized in
order to have a uniform view of the various responses.
The normalization process is performed by computing an
appropriate indicator, X, which in our case assumes the fol-
lowing aspect:

m(attack) — m(normal)

X= 1 — (m(attack/normal))

9

As explained in Section 2.1, the value m(A) of the bpa for a
given set A expresses the proportion of all relevant and
available evidence that supports the claim that a particular
element of the considered global set belongs to the set A
but to no particular subset of A.

The above indicator has been conceived in such a way
as to guarantee that the following properties are always
respected:

e the sign of the function must depend just on the
numerator;

e the variability range of the indicator must be [-1, +1].
The closer to 1, the more likely the classified packet
belongs to an attack session; similarly, the closer to
—1, the more likely the packet contains normal data.

e The value of the denominator has no influence on the
sign of the indicator. Though, the higher the value
assigned to the composite hypothesis (i.e. attack/nor-
mal), the farther the indicator will be from both —1
and +1 limit values.

We remark that such indicator proves useful just in case
we consider two alternative classification clusters (like the
classes attack and normal in our example, plus the third
class attack/normal which is just used to deal with uncer-
tainty). In case more classes are present, a different indica-
tor should be considered.

Given the above formulation, we can try to strike the
balance between the number of rejected packets (i.e. those
packets for which we are unable to issue a verdict) and the
misclassification rate, by introducing an ad hoc threshold
value 7 (see Fig. 4). The classification process will be per-
formed as follows:

e Attacks: all packets for which X > 1.
e Normal: all packets for which X < —1.
e Rejected: all packets for which -7 < X < 1.

“water-mark”
region

Fig. 4. The water-mark region.

Coming back to Fig. 3, we see that once the normaliza-
tion process has been performed for all the peers, we can
apply the Dempster-Shafer’s weighted combining rule re-
ported in Eq. (7) to obtain the final verdict of the overall
system. Such verdict also comes in the form of an indicator,
which we will from now on call Xgeracing and which is used
to converge on a common decision with respect to the
presence of a potential attack associated with the analyzed
packet. The following blocks in Fig. 3 are all related to the
updating of the reputation weights assigned to the REFAC-
ING peers. More precisely, for each such peer the distance
A is computed between the value Xgeforerusion Of its own
indicator before the fusion process and the value Xgeracing
mentioned above:

AFusion = |XBeforeFusi0n - XREFACING ‘ . (l O)

The value of Agysion can be considered as a measure of the
level of disagreement between the peer’s verdict and the
verdict of the overall system. It is possible to determine
whether or not a peer’s response was in accordance with
the final response of the system by first analyzing the prod-
uct (XpeforeFusion - Xreracing) between the peer’s indicator and
the system’s one. If such product is negative, there is dis-
agreement in the responses; on the other hand, a positive re-
sult means that the specific peer and the system have
converged on a common decision. The value of Agysjon helps
quantify the level of agreement/disagreement between the
two entities and it is used in the REFACING management
function to update the peer’s reputation weight, as it will
be thoroughly explained in the following subsection.

4.1.1. The REFACING management function

For the example above, we have derived the following
management function, used to perform the weight updat-
ing process.

Let us define:

e W;: the value of the weight of a generic REFACING peer
at the ith iteration;

e RD;: the degree of correlation of the peer at the ith
iteration;

e A;: the mean value of the peer’s weight at the ith
iteration;

e V;: the variance of the peer’s weight at the ith iteration;

e SR;: the number of transactions during which the peer has
actively contributed (i.e. it has issued his own verdict) to
the distributed detection process, at the ith iteration;

e NR: the total number of transactions.
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First, we compute the instantaneous value of the weight
at the ith transaction, based on the values it assumed in the
past:

W;=A_1+4,
where A is computed as follows:
In case of agreement :
I * % * (1 - “F“zﬁ)
In case of disagreement :
—T gt (figm)
In Eq. (11), the term I' is computed as follows:
I'=o+Ai1+p*RDi.1 +*Via,
with
a+p+y=1

In our case, the parameters above have been set by trial
and error and assume the following values:

=06, B=03, y=0.1.
At this point, we can update the old values, which will

be used to compute the instantaneous weight at the occur-
rence of the next transaction:

NR — SR;
RDi=1-"Rg
A SRi_1 A1 +W;
1 SR1 I
A — SRi_1 * Vi1 +(W; —AH)Z
e SR; ’

5. Performance evaluation

In this section, we present a performance evaluation of
our solution. We show the improvement achieved by our
system with regards to previous solutions. The analysis is
conducted through an extensive simulation-driven cam-
paign. We developed a simulator, called RefacingSimulator,’
allowing us to test the performance of the solution adopted
in a number of different scenarios.

The tests we are going to present in the paper have
been specifically conceived to assess the feasibility of
our approach. We focus on heterogeneity aspects (i.e.
on the applicability of our methodology in a number of
different scenarios involving numerous behaviors of the
network nodes), rather than on the capability to detect
specific kinds of attack. We would like to clarify that
our contribution is not related to improving detection
of specific attack patterns, but rather to improving the
overall detection capability of the framework in the pres-
ence of a sort of “weighted” (i.e. reputation-based) coop-
eration. The specific features of the cooperating nodes
are out of the scope of this work. We take for granted
in the paper that each single node is equipped with a

! The REFACING simulator is publicly available as open source software
at the following site: http://refacing.sourceforge.net.

particular intrusion detection engine, which might ex-
ploit either signature-based or anomaly-based detection
techniques. This entails that the simulations do not mi-
mic any specific distributed attack, while implementing
multiple “behaviors” of the nodes (reliable, liar, variable,
etc.).

In the following subsections we first provide a descrip-
tion of the simulator, then we describe some interesting
experimental results.

5.1. REFACING simulator

The RefacingSimulator is a software tool implemented in
Java following the classical Object Oriented design pat-
terns. Its logical structure, depicted in the class diagram
of Fig. 5, is composed of the following elements:

e Decision maker. It is the he main component of the archi-
tecture and is in charge both of the configuration of the
simulation scenarios and of the appropriate orchestra-
tion of all available sensor instances;

o Attacker. It represents a simple event (e.g. Attack/Nor-
mal) generator, which can be configured through a
parameter indicating the event generation probability;

e Dempster-Shafer class. It is responsible for the imple-
mentation of the D-S detection fusion technique, in both
its formulations (i.e. basic and weighted);

e Sensor abstract class. It represents all potential sensors
involved in a specific scenario. It just implements a sin-
gle method, called UpdateSensorStatistics(), which real-
izes the process of updating both sensor weights and
statistics, independently of the specific type of sensor
instantiated. All implementations of this abstract class
represent potential sensor categories, each character-
ized by its own realization of the GeneraEvent() method,
which returns the bpa associated with the event
detected by the sensor. This method requires an input
parameter corresponding to the specific event produced
by the event generator: depending on its implementa-
tion, a certain sensor can either agree or disagree with
the input received, thus determining either a successful
or a faulty detection.

The sequence diagram in Fig. 6 describes a typical
operation scenario of the REFACING simulator. The dia-
gram is self-explanatory and simply shows the decision
maker which first instantiates and then orchestrates a
certain number of instances of the above mentioned
Sensors.

5.1.1. The reliable, the liar and the shy

We implemented a number of sensor categories, which
have been used for our experimental measurements. These
categories are briefly described in the following:

e Reliable sensor. It represents the ideal class of sensors,
since it provides a response which is always in accor-
dance with the event generated by the Attacker;

e Lying sensor. It is the worst conceivable sensor, since it
always disagrees with the event generated by the
attacker, thus providing an error detection rate of 100%;
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Fig. 5. The REFACING simulator.

e Shy sensor. It is shy because it not always participates in
the detection process. Though, in case of participation, it
provides a response which is always in accordance with
the event generated by the Attacker;

e Variable sensor. It decides randomly, based on a configu-
rable probability value, whether o not to provide a
response which is in accordance with the event gener-
ated by the Attacker;

e Shy variable sensor. It implements a sensor showing a
hybrid behavior, influenced by both the shy and the var-
iable paradigms. More precisely, it does not always par-
ticipate in the detection process, but in case of
involvement it randomly decides whether o not to pro-
vide a response which is in accordance with the event
generated by the Attacker;

e Bursty lying sensor. It represents a liar, as in the case of
the simple lying sensor, with the difference that the lies
it tells are concentrated in bursts whose duration can
be a priori configured.

5.2. Experimental results

For all the scenarios we are going to describe, we per-
formed 1000 transactions, by choosing an event generator
(the Attacker in the class diagram of Fig. 5) having an attack
generation probability of 0.5 (i.e. one out of two generated
events represents, on average, an attack). For the sake of
simplicity, the following bpa function has been adopted
for all peers:

e bpa(Normal) = (0.896, 0.0, 0.103);
e bpa(Attack) = (0.0, 0.896, 0.103).

5.3. Scenario 1

Scenario 1 (Table 1) presents the following configura-
tion, composed of a total number of 20 REFACING peers:

e 10 reliable sensors;
e 10 variable sensors, with a detection error probability of
0.3.

Once done with the simulations we observed the fol-
lowing results (Fig. 8):

1. variable peers present an average number of false nega-
tives equal to 25% of the total number of transactions.
This is in accordance with the detection error probabil-
ity they had been assigned;

2. by applying the basic D-S formula (i.e. in the absence of
REFACING), we observed, on average, a reduction in the
number of detection errors equal to 97%;

3. by applying the weighted D-S formula (with the
REFACING approach) we observed a further decrease
in the number of detection errors, which are in this case
completely eliminated.

From a more detailed analysis of the graphs (Fig. 7) we
can also draw the following considerations:
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Fig. 6. A sequence diagram showing the operation of the REFACING simulator.

Table 1
Scenario 1

Scenario 1 (1000 transactions, attack probability = 0.5)

Sensors Detection errors
(false negatives + false positives)

10 reliable sensors 0
10 variable sensors (Pe = 0.3) 250
No REFACING D-S 6
REFACING D-S 0

o the instantaneous value (and thus the average value) of
the weight assigned to reliable sensors keeps on growing
during the simulation. This means that the decisions
taken by reliable peers become more and more impor-
tant (i.e. they have more and more influence on the final
verdict) as long as the system evolves. This result is jus-
tified by observing the average behavior of such peers,
which present the maximum degree of correlation
(equal to 1 all along the simulation), a very small vari-
ance, and a very high average weight;

e on the other hand, variable peers show an ever-decreas-
ing trend with respect to the values of their weights
(which are also rather low). This is due to the fact that
their detections suffer from both errors and
discontinuities;

e weight decreases in case of detection errors are practi-
cally the same (in module) as weight increases in case
of correct detection. This is justified by the “constant”
behavior of all peers in terms of both average values
and variance of their weights;

e weight reductions obtained for variable sensors during
the first transactions are due to the fact that the detec-
tion errors produced by such peers are highly biased
around the first few simulation transactions.

5.4. Scenario 2

Scenario 2 (Table 2) presents the following configura-
tion, composed of a total number of 20 REFACING peers:

e 10 reliable sensors;
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e 10 variable sensors, with a detection error probability of

Once done with the simulations we observed the fol-
0.7.

lowing results (Fig. 8):
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Table 2
Scenario 2

Scenario 2 (1000 transactions, attack probability = 0.5)

Sensors Detection errors
(false negatives + false positives)

10 reliable sensors 0
10 variable sensors (Pe = 0.7) 702
No REFACING D-S 29
REFACING D-S 0

1. variable peers present an average number of false nega-
tives equal to 70% of the total number of transactions.
This is in accordance with the detection error probabil-
ity they had been assigned;

2. by applying the basic D-S formula (i.e. in the absence of
REFACING), we observed, on average, a reduction in the
number of detection errors equal to 97%;

3. by applying the weighted D-S formula (with the
REFACING approach) we observed a further decrease
in the number of detection errors, which are in this case
completely eliminated.

From a more detailed analysis of the graphs we can
draw almost the same considerations as in the previous
scenario. Though, differently than before, we can now ob-
serve a greater decrease in the value of the weight assigned
to variable sensors. This is clearly justified by the higher
degree of uncertainty associated with detection errors.
More precisely, instantaneous weight values (and hence
average weight values), are much lower than in the previ-
ous case. This entails a reduced impact of unreliable peers,
and definitely improves the system’s detection capability
(thanks to the decrease in the number of detection errors).

5.5. Scenario 3

Scenario 3 (Table 3) presents the following configura-
tion, composed of a total number of 29 REFACING peers:

e 2 reliable peers;

e 12 variable peers, with a detection error probability of
0.3;

e 5 lying peers;

e 10 bursty variable peers, with a detection error probabil-
ity of 0.3 and a burst of 50 detection errors all in the first
transactions.

Once done with the simulations we observed the fol-
lowing results (Fig. 9):

Table 3
Scenario 3

Scenario 3 (1000 transactions, attack probability = 0.5)

Sensors Detection errors
(false negatives + false positives)

2 reliable sensors 103
12 variable sensors (Pe = 0.3) 336
5 lying sensors 897
10 bursty variable sensors 134
No REFACING D-S 520
REFACING D-S 103

1. reliable peers present a false negative rate equal to 10,
3% of the total transactions;

2. variable peers present an average number of false nega-
tives equal to 33, 6% of the total number of transactions.
This is in accordance with the detection error probabil-
ity they had been assigned;

3. lying peers present an average number of false nega-
tives equal to 89, 7% of the total number of
transactions;

4. bursty variable peers present an average number of false
negatives equal to 13, 4% of the total number of
transactions;

5. by applying the weighted D-S formula (with the
REFACING approach) we observed a very sensitive
decrease in the number of misdetections: the number
of detection errors is, in fact, 75% less than in the case
the basic D-S formula is adopted. This means that the
application of the REFACING model to the weighted
combination procedure allows for an optimization of
the overall system’s behavior: the number of detection
errors (after the information fusion process) for this
scenario is equal to the error detection rate of the
involved reliable peers.

From a more detailed analysis of the graphs we can also
draw the following considerations:

e due to the presence of detection errors generated by
both bursty variable and lying peers (which do represent
the majority of detection errors), during the first few
transactions the values of the instantaneous weights
associated with such sensors are higher than those of
the other classes of peers. This situation brings to a high
number of detection errors before the system reaches its
steady state, both in the case of the basic D-S fusion and
in the case of the weighted D-S fusion with the REFAC-
ING approach. Finally, this also explains why most of the
overall system’s detection errors belong to this transient
phase.

e in the steady state, the instantaneous weight values of
both variable and reliable peers become such that the
information fusion process produces the correct
response most of the times. This can be observed in
the graph showing the values of the instantaneous
weights, where it can be easily noticed how the weights
of the mentioned classes of peers assume a value which
is much higher than the value associated with both bur-
sty variable and lying peers.

5.6. Scenario 4: not all that glitters is gold

Scenario 4 (Table 4) presents a simple configuration,
composed of a total number of just 10 variable REFACING
peers, with a detection error probability of 0.5.

Once done with the simulations we observed the fol-
lowing results (Fig. 10):

1. variable peers present an average number of false
negatives equal to 37, 8% of the total number of
transactions;
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2. by applying the weighted D-S formula (with the
REFACING approach) we observed an increase in the

number of misdetections with respect to the case when
the basic D-S formula is applied.
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From a more detailed analysis of the graphs we can ob-
serve that the high false negative rate characterizing the
variable peers (with no mitigation effect from the reliable

peers as it happened in the previous scenarios) brings to
assigning high instantaneous weight values to these sen-
sors. This has the effect of “inverting” in most cases the
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Table 4
Scenario 4

Scenario 4 (1000 transactions, attack probability = 0.5)

Sensors Detection errors
(false negatives + false positives)
10 variable sensors (Pe = 0.5) 378
No REFACING D-S 480
REFACING D-S 508

output of the fusion process, thus increasing the percent-
age of detection errors with respect to the case when the
basic D-S formula is applied.

This scenario clearly represents an example of a poten-
tial case in which the very low reliability level of the detec-
tion peers causes an appreciable reduction of the
otherwise positive effects of the weighted fusion process
exploiting the REFACING approach.

5.7. Summary considerations

To summarize the considerations we made, we herein
provide in tabular form the main performance figures
characterizing each of the aforementioned scenarios.

Furthermore, in Fig. 11 we analyze the performance of
the proposed Management Function. The figure shows
the percentage of detection errors respectively in the pres-
ence and in the absence of the REFACING management
function. It can be easily noticed that in all but the last sce-
nario we achieve a considerable performance improve-
ment. The best figures are obtained for both scenarios 1
and 2. Indeed, Fig. 11b highlights a performance improve-
ment of 100% in both such cases. Good results are also at-
tained with scenario 3, with an overall decrease in the
error detection rate that is close to 80%. In all cases we ob-
serve that the adoption of the REFACING approach guaran-
tees an error rate which is less than 10%. Again, with
reference to scenario 4, the trend inverts and shows a per-
formance decrease close to 6%. As already discussed, the
reason behind such performance debacle can be ascribed
to the presence of a high number of sensors characterized
by very poor detection capabilities.

5.7.1. Some remarks about weight assignment strategies

The D-S theory natively provides some means to tackle
the issue of appropriately assigning weights to the avail-
able sensors. We try to elaborate on this point in the
following.

First, we observe that, given a specific event, two differ-
ent detection engines might be given different trustworthi-
ness levels depending on their intrinsic capabilities. Let’s
take the following example:

e Events: {Attack, Normal, Attack/Normal}.

e First IDS: Snort (signature-based). In case of an attack
(A), we might assign the following bpa:
m(N) =0;m(A) =0.9;m(N,A) = 0.1. This because a signa-
ture-based IDS (with a reliable signature database) is
good at identifying well-known attack patterns. In the
other case (i.e. non-attack event), we might end up with

something like: m(N) = 0.6; m(A) = 0; m(N, A) = 0.4. This
because there is some chance that a signature-based
IDS is not able to identify new attack patterns.

e Second IDS: SVM (Support Vector Machine). In case of an
attack (A), we might assign the following bpa:
m(N) = 0;m(A) =0.5; m(N, A) = 0.5. This because an SVM
has a lower confidence level with respect to attack
identification.

In summary, the bpa brings in an intrinsic capability to
represent how good an engine is at identifying a specific
event.

Second, different events can be discriminated by the
same classifier if we introduce a finer granularity level.
This entails that the bpa vector can be easily extended in
order to account for an increased number of attack classes.
Stated in different terms, when compared to the above
example, the so-called frame of discernment would now
contain more elements: {Attack Class 1, Attack Class 2,...,
Attack Class N, Normal, Attack/Normal}. This enables us
to discriminate among a broader number of events.

We observe that the reputation weight comes out from
an evaluation of the behavior of a single element when
considered as part of a community of elements. As such,
the weight should be independent of the specific class of
event that has been classified by the node, and should
rather indicate how reliable that node has proved to be
for a number of different events in a number of different
situations. Under this perspective, a single reputation
weight definitely represents a feasible solution. We try to
better explain such claim with the following example. If
an IDS is not good at identifying a specific class of attack,
its low reliability (in that specific case) will have already
been taken into account in the bpa assigned to it. It is likely
that such IDS will provide a response that is not in accor-
dance with the final response of the system when such
an event occurs. In this case, the reputation level of the
node in question will negatively suffer from the wrong ver-
dict emitted. If the node in question keeps on being found
in discordance with the overall verdict of the system, its
reputation weight will keep on going down. This is exactly
what should happen in a cooperating environment like the
one we are proposing. Indeed, this means that the node has
been an unlucky one, since it is analyzing events for which
it has a low detection capability (e.g. a signature-based
IDS in a network where most of the attacks are still
unknown).

6. Related work

In this section, we present a brief survey of existing
methodologies and architectures for cooperative network
security. All of the mentioned works have some points in
common with our approach, since they all exploit in some
way the two main features of our solution, namely cooper-
ation and reputation-based information sharing. We also
share with the authors of the cited works the idea of defin-
ing architectures that are independent of the specific intru-
sion detection mechanism adopted. By exploiting existing
solutions for local attack detection, we can then try to
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Fig. 10. Scenario 4. (a) Instantaneous weight. (b) Average weight. (c) Weight variance.
increase the effectiveness of the overall process based on provide a clearer vision of the ongoing situation. This can

the assumption that sharing evidences of attacks might improve the capability of correct detection, through a
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decrease of both false positives and false negatives, thus
bringing to a prompt response.

New distributed solutions for intrusion detection have
been recently proposed, supported also by the consider-
ation that by correlating alerts it is possible to reduce the
false alarm rate [15].

The idea of appropriately combining information com-
ing from heterogeneous sources can be found in an inter-
esting work from Zhang et al. [16], who present an
architecture composed essentially of two stages. At the
first stage each system node detects the attack autono-
mously by exploiting a variety of existing IDS solutions.
The victim is protected by adopting a local rate limit on
traffic directed to it from a suspicious node, according to
a local policy. Then, in the second stage each node adjusts
dynamically its rate limit according to the information
shared with other nodes in the infrastructure. The informa-
tion exchange exploits gossip communication mecha-
nisms. By adopting a set of metrics M; each node locally
profiles the traffic monitored. Based on these metrics the
single element assigns to suspicious traffic a confidence

degree conf, weighting each metric with its reliability in
terms of false positives or negatives. Thanks to such conf
value, the node limits suspicious traffic. Moreover, by using
gossip communication mechanismes, it provides its neigh-
bor peers in the overlay network with information about
the suspicious traffic profile, the metrics values related to
it, and its confidence conf. Gossip communication, in par-
ticular, provides a “light” and reliable mechanism for shar-
ing information; it exploits solutions based on well-known
epidemic theory algorithms. The data exchange about
DDoS attack evidence allows a more accurate process of
traffic limiting by adopting algorithms that aggregate
information.

Coming to the exploitation of reputation-based infor-
mation, CONFIDANT (Cooperation Of Nodes: Fairness In
Dynamic Ad-hoc NeTworks) [17] represents an interesting
approach. It is based on misbehavior detection and subse-
quent reaction. More precisely, upon detection of a node’s
malicious behavior, the system responds by blocking the
forwarding process of packets coming from that node.
A sort of re-integration possibility, after an “expiation”
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period, is offered to misbehaving nodes which return to
work correctly. Cooperation is the main contribution of
the CONFIDANT protocol.

It provides two mechanisms to detect malicious nodes:
(i) learning correctness of neighbor nodes behaviors from
their direct observation; (ii) sharing information about
malicious nodes with other components of the network.
These two mechanisms allow the network to isolate nodes
that don’t have an “exemplary conduct”. In CONFIDANT,
the Reputation System is a distributed component respon-
sible for management of nodes reputation. It is provided
with a table where all the reputation ratings are stored.
Anytime we collect enough evidences of a node’s misbe-
havior, the Reputation System modifies the rating for that
node. The update is computed by merging the different
evidences of a misbehavior. Different weights are assigned
to, respectively, direct experience and other nodes
observations.

CORE (COllaborative REputation) [18] is another solu-
tion for improving routing security in wireless scenarios
through a distributed reputation model. CORE defines
two different kinds of reputation: (i) Subjective Reputa-
tion; (ii) Indirect Reputation. The former is the reputation
observed locally by a node with regard to other nodes. By
monitoring temporal evolution of a node’s behavior, the
subjective reputation is computed by giving more rele-
vance to past observations than to recent ones. The Indirect
Reputation is reputation provided to a node from other
nodes. It does not come from direct observations but rather
from observations of other entities. Subjective Reputation
and Indirect Reputation are merged by means of a
weighted combining formula in order to compute a final
value of reputation.

Finally, with respect to the issue of merging information
coming from multiple sources, the literature proposes
numerous inspiring works.

As an example, in [11] the authors propose an approach
that performs alert confidence fusion based on the
weighted D-S theory. As already mentioned in this paper,
this extended theory first determines weights based on
the sources of gathered observations and then combines
individual confidence scores using such weights. The
weighting process comprises features such as the level of
trust in specific observers, and the capacity of specific
observers to make particular observations. For example,
alerts from remote sites are not considered to be as trust-
worthy as alerts from local sites. As to the weights calibra-
tion logic, they experiment both the Maximum Entropy and
the Minimum Mean Square Error (MMSE) based approaches.
Although the proposed solution clearly shares some com-
monalities with the REFACING approach, the algorithm
which governs the weights calibration process is based
on a centralized logic which does not take into account lev-
els of trust evaluated from distributed and cooperative
nodes.

7. Conclusions and future work

In this paper, we presented a novel approach to distrib-
uted detection of network threats. The core of our contri-

bution resides in having designed a self-management
layer exploiting the concept of trustworthiness in order
to make the detection process more reliable.

The idea of dynamically tuning the currently estimated
level of trust of each peer in the community proves funda-
mental during the information fusion process, which in our
architecture is based on the application of an enhanced
version of the well-known Dempster and Shafer’s theory
of evidence. Such enhanced version of the D-S formula
proposes to appropriately weigh the various inputs to the
information fusion process on the basis of their estimated
impact on the final merged information.

This is dynamically carried out by looking at some of
the principles of autonomic computing in a self-adaptive
fashion.

The paper clearly shows, through extensive measure-
ments based on simulation, that our solution helps dra-
matically improve the overall performance of the
detection process in a number of real-world operational
scenarios. On the other hand, it also helps set the limits
of our approach when applied to situations envisaging
the presence of a high number of unreliable sensors whose
responses can negatively bias the output of the informa-
tion fusion process towards a faulty decision.

As a final remark, we observe that the main goal of the
presented work consisted in the introduction of a novel
framework. We did not focus in this specific paper on the
interesting aspects related to noisy training data sets.
Though, the architecture has been conceived at the outset
with such issues in mind. To the purpose, we envision the
exploitation of some of the most well-known techniques
available in the literature [19,20], related to the proper
(either statistical or deterministic) filtering of the training
data.
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