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Abstract. Email worms remain a major network security concern, as they in-
creasingly attack systems with intensity using more advanced social engineer-
ing tricks. Their extremely high prevalence clearly indicates that current net-
work defence mechanisms are intrinsically incapable of mitigating email
worms, and thereby reducing unwanted email traffic traversing the Internet. In
this paper we study the effect email worms have on the flow-level characteris-
tics of DNS query streams a user machine generates. We propose a method
based on unsupervised learning and time series analysis to early detect email
worms on the local name server, which is located topologically near the in-
fected machine. We evaluate our method against an email worm DNS query
stream dataset that consists of 68 email worm instances and show that it exhib-
its remarkable accuracy in detecting various email worm instances®.

1 Introduction

Email worms remain an ever-evolving threat, and unwanted email traffic traversing
the Internet steadily escalates [1]. This causes network congestion, which results in
loss of service or degradation in the performance of network resources [2]. In addi-
tion, email worms populate almost exclusively the monthly top threat lists of antivirus
companies [3,4], and are used to deliver Trojans, viruses, and phishing attempts.
Email worms rely mainly on social engineering to infect a user machine, and then
they exploit information found on the infected machine about the email network of
the user to spread via email among social contacts. Social engineering is a non-
technical kind of intrusion, which depends on human interaction to break normal se-
curity procedures. This propagation strategy differs significantly from IP address
scanning propagation; therefore, it renders network detection methods that look for
high rates at which unique destination addresses are contacted [5], or high number of
failed connections [6], or high self-similarity of packet contents [7] incapable of de-
tecting this class of Internet worms. Likewise, Honeypot-based systems [8], which
provide a reliable anti-scanning mechanism, are not effective against email worms.
Commonly applied approaches like antivirus and antispam software and recipient or
message based rules have two deficiencies. They suffer from poor detection time
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against novel email worm instances because they entail non-trivial human labour in
order to develop a signature or a rule, and go to no lengths to reducing the unwanted
email traffic traversing the Internet, as their target is to detect abusive email traffic in
the network of the potential victim.

In the past much research effort has been devoted to analyzing the traffic email
worm-infected user machines generate [9-13]. These studies share the positive contri-
bution that email worm infection affects at application layer the Domain Name Sys-
tem (DNS) traffic of a user machine. Detection methods based on this observation fo-
cus on straightforward application layer detection, which makes them suitable for
detecting few specific outdated email worms.

In this work we go a step beyond earlier work, and identify anomalies in DNS traf-
fic that are common for email spreading malicious software, and as such they can
serve as a strong basis for detecting various instances of email worms in the long run.
We show that DNS query streams that non-infected user machines generate share at
flow level many of the same canonical behaviours, while email worms rely on similar
spreading methods that generate DNS traffic that share common patterns. We present
a detection method that builds on unsupervised learning and time series analysis, and
uses the wavelet transform in a different way than this often proposed in the Internet
traffic analysis literature. We experiment with 68 worm instances that appeared in the
wild between April 2004 and July 2007 to show that flow-level characteristics remain
unaltered in the long run, and that our method is remarkably accurate.

Inspecting packets at flow level does not involve deep packet analysis. This en-
sures user privacy, renders our approach unaffected by encryption and keeps the proc-
essing overhead low, which is a strong requirement for busy, high-speed networks.
Moreover, DNS query streams consist of significantly less data than the input of con-
ventional network intrusion detection systems. This is advantageous, since high vol-
umes of input data inevitably degrade the effectiveness of these systems [14]. Addi-
tionally, the efficiency and deployment ease of an in-network detection system
increase as the topological proximity between the system and the user machines de-
creases. Local name servers are the first link of the chain of Internet connectivity.
Moreover, detection at the local name server, which is located topologically near the
infected machine, contributes to reducing unwanted traffic traversing the Internet.

The paper is organized as follows. In Section 2, we discuss related work. In Sec-
tion 3, we explain our method for detecting email worms by flow-level analysis of
DNS query streams. In Section 4, we validate our approach by examining its detection
capabilities over various worm instances. We conclude in Section 5.

2 Related Work

Since our work builds on DNS traffic analysis for detecting email worms and security
oriented time series analysis of Internet traffic signals using the wavelet transform we
provide below the necessary background on these areas.

Previously published work provides evidence that the majority of today’s open
Internet operational security issues affect DNS traffic. In this section we concentrate
solely on email worms and refer the interest reader to [15] for a thorough analysis.
Wong et al. [11] analyze DNS traffic captured at the local name server of a campus
network during the outbreak of SoBig.F and MyDoom.A. Musashi et al. [12] present



similar measurements for the same worms, and extend their work by studying Net-
sky.Q and Mydoom.S in [13]. Whyte et al. [9] focus on enterprise networks and
measure the DNS activity of NetSky.Q. Despite, their positive contribution in proving
that there exists a correlation between email worm infection and DNS traffic, the effi-
cacy of the detection methods these studies propose would have been dwarfed, if the
methods had been evaluated against various worm instances. Indeed, the methods pre-
sented in [9,11,12,13] are straightforward and focus on application layer detection.
They propose that many queries for Mail eXchange (MX) resource records (RR) or
the relative numbers of queries for pointer (PTR) RR, MX and address (A) RR a user
machine generates give a telltale sign of email worm infection. Although this observa-
tion holds for the few email worm instances studied in each paper, it can not be gen-
eralized for detecting various email worm instances. Furthermore, these methods ne-
glect that DNS queries carry user sensitive information, and due to the high
processing overhead they introduce by analyzing packet payloads, they are not suit-
able for busy, high speed networks. Moreover, as any other volume based method
they require an artificial boundary as threshold on which the decision whether a user
machine is infected or not is taken. In [10] the authors argue that anomaly detection is
a promising solution to detect email worm-infected user machines. They use Bayesian
inference assuming a priori knowledge of worm signature DNS queries to detect
email worm. However, such knowledge is not apparent, and if it was it would allow
straightforward detection.

The wavelet transform is a powerful tool, since its time and scale localization abili-
ties make it ideally suited to detect irregular patterns in traffic traces. Although, many
research papers appear that analyze Denial of Service (DoS) attack traffic [16,17] by
means of wavelets, only a handful of papers deals with applying the wavelet trans-
form on Internet worm signals [18,19]. Inspired by similar methodology, used to ana-
lyze DoS traffic, these papers concentrate solely on looking at worm traffic for repeat-
ing behaviors by means of the self-similarity parameter Hurst.

In this work we present a method that accurately detects various email worms by
analyzing DNS query streams at flow level. We show that flow-level characteristics
remain unaltered in the long run. Flow-level analysis does not violate user privacy,
renders our method unaffected by encryption, eliminates the need for not anonymized
data; and makes our method suitable for high-speed network environments. In our
framework, we see DNS query streams from different hosts as independent time se-
ries and use the wavelet transform as a dimensionality reduction tool rather than a tool
for searching self-similar patterns on a single signal.

3 Proposed Approach

Our approach is based on time series analysis of DNS query streams. Given the time
series representation, we show by similarity search over time series using clustering
that user machines’ DNS activity fall into two canonical profiles: legitimate user be-
haviour and email worm infected behaviour. DNS query streams generated by user
machines share many of the same canonical behaviours. Likewise, email worms rely
on similar spreading methods generating query streams that share common patterns.



3.1 Data Management

As input, our method uses the complete set of DNS queries that a local name server
received within an observation interval. Since we are not interested in application
level information, we retain for each query the time of the query and the IP address of
the requesting user machine. We group DNS queries per requesting user machine. For
each user machine we consider successive time bins of equal width, and we count the
DNS queries in each bin. Thereby, we get a set of univariate time series, where each
one of them expresses the number of DNS queries of a user machine through time.
The set of time series can be expressed as an nx p time series matrix; n is the number
of user machines and p the number of time bins.

3.2 Data Pre-processing

A time series of length p can be seen as a point in the p-dimensional space. This al-
lows using multivariate data mining algorithms directly to time series data. However,
most data mining algorithms, and in particular, clustering algorithms do not work well
for time series. Working with each and every time point, makes the significance of
distance metrics, which are used to measure the similarity between objects, question-
able [20]. To attack this problem numerous time series representations have been pro-
posed that facilitate extracting a feature vector from the time series. The feature vec-
tor is a compressed representation of the time series, which serves as input to the data
mining algorithms.

Although many representations have been proposed in the time series literature,
only few of them are suitable for our framework. The fundamental requirement for
our work is that clustering the feature vectors should result in clusters containing fea-
ture vectors of time series, which are similar in the time series space. The authors in
[26] proved that in order for this requirement to hold the representation should satisfy
the lower bounding lemma. In [21] the authors give an overview of the state of art in
representations and highlight those that satisfy the lower bounding lemma.

We opt to use the Discrete Wavelet Transform (DWT). Motivation for our choice
is that the DWT representation is intrinsically multi-resolution and allows simultane-
ous time and frequency analysis. Furthermore, for time series typically found in prac-
tice, many of the coefficients in a DWT representation are either zero or very small,
which allows for efficient compression. Moreover, DWT is applicable for analyzing
non-stationary signals, and performs well in compressing sparse spike time series.

We apply the DWT independently on each time series of the time series matrix us-
ing Mallat's algorithm [22]. The Mallat algorithm is of O(p) time complexity and de-
composes a time series of length p, where p must be power of two, in log,p levels.
The number of wavelet coefficients computed after decomposing a time series is
equal to the number of time points of the original time series. Therefore, applying the
DWT on each line of the time series matrix gives an nx p wavelet coefficient matrix.

To reduce the dimensionality of the wavelet coefficient matrix, we apply a com-
pression technique. In [23] the author gives a detailed description of four compression
techniques. Two of them operate on each time series independently and suggest re-
taining the k first wavelet coefficients or the k largest coefficients in terms of absolute
normalized value. Whereas the rest two are applicable to a set of n time series, so di-
rectly to the wavelet coefficient matrix. The first suggests retaining the k columns of



the matrix that have the largest mean squared value. The second suggests retaining for
a given k the n x k largest coefficients of the wavelet coefficient matrix. In the interest
of space, we present here experimental results only retaining the first k wavelet coef-
ficients. This produces an n x k feature vector matrix.

3.3 Data Clustering

We validate our hypothesis that DNS query streams generated by non-infected user
machines share similar characteristics, and that these characteristics are dissimilar to
those of email worm-infected user machines in two steps. First we cluster the rows of
the feature vector matrix in two clusters. Then we examine if one cluster contains
only feature vectors of non-infected user machines and the other only feature vectors
of email worm-infected machines.

We use hierarchical clustering, since it produces relatively good results, as it facili-
tates the exploration of data at different levels of granularity, and is robust to varia-
tions of cluster size and shape. Hierarchical clustering methods require the user to
specify a dissimilarity measure. We use as dissimilarity measure the Euclidean dis-
tance, since it produces comparable results to more sophisticated distance functions
[24]. Hierarchical clustering methods are categorized into agglomerative and divisive.
Agglomerative methods start with each observation in its own cluster and recursively
merge the less dissimilar clusters into a single cluster. By contrast, the divisive
scheme starts with all observations in one cluster and subdivides them into smaller
clusters until each cluster consists of only one observation. Since, we search for a
small number of clusters we use the divisive scheme.

The most commonly cited disadvantage of the divisive scheme is its computational
cost. A divisive algorithm considers first all divisions of the entire dataset into two
non-empty sets. There are 2% - 1 possibilities of dividing n observations in two clus-
ters, which is intractable for many practical datasets. However, Dlvisive ANAIlysis
(DIANA) [25] uses a splitting heuristic to limit the number of possible partitions,
which results in O(n®). Given its quadratic time on the number of observations,
DIANA scales poor with the number of observations, however we use it because it is
the only divisive method generally available and in our framework it achieves cluster-
ing on a personal computer in computing time in the order of milliseconds.

4. Experimental Evaluation

We set up an isolated computer cluster, and launch 68 out of a total of 164 email
worms, which have been reported between April 2004 and July 2007 in the monthly
updated top threat lists of Virus Radar [3] and Viruslist [4]. We capture over a period
of eight hours the DNS query streams the infected machines generate to create — to
the best of our knowledge — the largest email worm DNS dataset that has been up to
date used to evaluate an in-network email worm detection method. As our isolated
computer cluster has no real users, we merge the worm traffic with legitimate DNS
traffic captured at the primary name server of our research institute, which serves
daily between 350 and 500 users. We use three recent DNS log file fragments that we
split in eight hour datasets and present here experiments with four datasets.



For each DNS query stream we consider a time series of length 512 with one min-
ute time bins. We decompose the time series, compress the wavelet coefficient matrix,
retain k wavelet coefficients to make the feature vector matrix, and cluster rows of the
feature vector matrix in two clusters. In this paper we focus on showing that our
method detects various instances of email worms; therefore, we assume that only one
user machine is infected at each time. The procedure is shown in Fig.1.
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Fig. 1. We append one infectious time series to the non-infected user machines time series; de-
compose the time series to form the wavelet coefficient matrix, which we compress to get the
feature vector matrix. This is input to the clustering analysis, which we repeat 4 Datasets x 7
Feature vector lengths x 68 Email Worms = 1904 times.

We examine the resulting two-cluster scheme, and find that it comprises of one
dense populated cluster and a low populated cluster. Our method detects an email
worm, when its feature vector belongs to the low populated cluster. In Fig. 2 we pre-
sent the false positive and false negative rates. Our method erroneously reports le-
gitimate user activity as suspicious with less than 1% for every value of k, whereas
worms are misclassified with less than 2%, if at least 16 wavelet coefficients are used.
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Fig. 2. False negative and false positive rates for detecting various instances of email worms
over four different DNS datasets (DS1, DS2, DS3 and DS4), while retaining 4, 8, 16, 32, 64,
128 or 256 wavelet coefficients. With 16 or more wavelet coefficients both rates fall below 2%.
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Fig. 3. Accuracy measures independently for each worm show that our method is remarkably
accurate. Only k values lower or equal to the first that maximizes accuracy are plotted. With 16
or more wavelet coefficients only the Eyeveg.F email worm is not detected.

In Fig. 3, using the accuracy statistical measure we look at the detection of each
worm independently. Accuracy is defined as the proportion of true results — both true
positives and true negatives — in the population, and measures the ability of our
method to identify correctly email worm-infected and non-infected user machines.
The accuracy is in the range between 0 and 1, where values close to 1 indicate good
detection. In the interest of space we present here only results over one dataset. Our
method fails to detect only one out of 68 total email worms i.e. Eyeveg.F for every k,
while with more of 16 wavelet coefficients all other email worms are detected.

5. Conclusion

Email worms and the high amount of email abusive traffic continue to be a serious se-
curity concern. This paper presented a method to early detect email worms in the local
name server, which is topologically near the infected host by analyzing DNS query
streams characteristics at flow level. By experimenting with various email worm in-
stances we show that these characteristics remain unaltered in the long run. Our
method builds on unsupervised learning and similarity search over time series using
wavelets. Our experimental results show that our method identifies various email
worm instances with remarkable accuracy.

Future work calls for analysing DNS data from other networking environments to
assess the detection efficacy of our method over DNS data that might have different
flow-level characteristics, and investigating the actions that can be triggered at the lo-
cal name server once an email worm-infected user machine has been detected to con-
tain email worm propagation.
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