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TCP over DVB-RCS: i1ssues
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TCP Acceleration
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PEP vulnerability

GEO
SATELLITE

Connection OK Connection OK

Transfer completed &

Malicious Malware

Subnet #1 user changing
PEP routing

Connection Timeout

Network
Control
Centre

Extra-delay due to
DAMA control loop

Remote

DAMA
Servers

allocator

Access
Router, Satellite

Terminal #1 INTERNET

TCP Noordwijk

Optimized TCP-based
connections

Standard TCP Standard TCP
connections connections

*PEPs terminate conns, grab all TCP packets (in plain text) and re-route them in new
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*TCP PEP are not compatible with IPsec = Lost of confidentiality on PEP
*Maliciously changing routing rules, TCP packet can be dropped after ACK

transmission = Lost of reliability of TCP!
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Intrusion Detection System
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IDS goal

Risk reduction!!!!

Risk definition (Re): source-unaware traffic dropping
P(e): Likelihood of the event

V(e): PEP adoption
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DEMO presentation
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Result analysis
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