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Abstract

Wireless mesh networks are being increasingly used
to provide affordable network connectivity to communities
where wired deployment strategies are either not possible or
are prohibitively expensive. Unfortunately, computer net­
works (including mesh networks) are frequently being ex­
ploited by increasingly profit-driven and insidious attack­
ers, which can affect their utility for legitimate use. In re­
sponse to this, a number ofcountermeasures have been de­
veloped, including intrusion detection systems that aim to
detect anomalous behaviour caused by attacks. We present
a set ofsocio-technical challenges associated with develop­
ing an intrusion detection system for a community wireless
mesh network. The attack space on a mesh network is par­
ticularly large; we motivate the need for and describe the
challenges of adopting an asset-driven approach to man­
aging this space. Finally, we present an initial design of
a modular architecture for intrusion detection, highlighting
how it addresses the identified challenges.

1 Introduction

Wireless Mesh Networks (WMNs) create a resilient in­
frastructure using a combination of wireless networking
technology and ad-hoc routing protocols that together pro­
vide the ability to establish networks in locations with no
prior groundwork and where a wired network would be pro­
hibitively expensive or complex. For example, the commu­
nity ofWray, situated approximately ten miles from the city
of Lancaster in the north-west of England, felt strongly that
the lack of broadband Internet connectivity (due to their re­
moteness) in their village was jeopardising local businesses,
education, and the community itself.

This prompted residents to approach Lancaster Univer­
sity to initiate a collaboration to deploy WMN technol-
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ogy in the village. The network is currently managed by
the residents of Wray with some technical assistance from
researchers at Lancaster University. Ishmael et al. de­
scribe the Wray network [13], which is representative of
community-driven WMNs, including Berlin roofnet [24].

The network in Wray has been operational for over three
years, and is used by local residents for all manner of on­
line tasks, including e-commerce and work-related activi­
ties. In light of this, protection of the network, its users, and
their assets from malicious behaviour is now a prime con­
cern. This concern is particularly acute as network-based
malicious activity continues to rise and the nature of this ac­
tivity become increasingly profit-driven and insidious. An
important part of a protection (security) strategy is an intru­
sion detection system (IDS) - a monitoring system whose
aim is to detect and characterise malicious behaviour. We
have been unable to find a suitable system that is directly ap­
plicable in this socio-technically challenging environment,
since most IDS platforms are targeted for use in wired en­
terprise networks.

In this paper, we contribute a set of socio-technical chal­
lenges that developers of an IDS for a community WMN
need to consider. These are derived from our operational ex­
perience' experimentation, and consultation with the Wray
community. In short, these motivating challenges, de­
scribed in Section 2, are a product of the diverse range of
anomalous but benign activity that can occur, the ease in
which malicious entities can be introduced to a network,
limited hardware resources and scarce bandwidth when a
network is under attack, as well as social issues, such as the
privacy concerns of users.

The potential set of attacks on a community WMN is
large and is, to some degree, network-context specific. We
argue that, given the potentially limited computing and
monetary resources that are available in a community WMN
context, it is essential to understand the locally meaningful
attack vectors. We propose that an asset-driven approach
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to understanding likely attacks is a good way to achieve
this, and highlight some of the issues with conducting such
a venture in this setting. This motivation, a sample of the
diverse set of assets derived from a focus group in Wray,
and ideas to elicit assets in more disparate communities are
presented in Section 3.

We describe our initial design of an architecture for in­
trusion detection in a community WMN context in Section
4. A modular architecture is proposed that enables context­
specific anomaly detection components to be deployed on
suitably capable devices. Meanwhile, attack characterisa­
tion components use attack profiles and network-context in­
formation to potentially determine whether anomalies relate
to attacks or benign behaviour. We conclude with a descrip­
tion of how our architecture addresses the challenges iden­
tified and suggest activities for further work.

2 Motivating Challenges

Two related characteristics of community WMNs make
intrusion detection particularly challenging. The network
and end-systems are particularly vulnerable to attack be­
cause of the relative ease of access to the wireless medium
and mesh infrastructure. No forms of attack are reduced
from those that are applicable in other contexts. Related to
this, the activity of intrusion detection is in itselfdifficult to
perform for a number of reasons as identified in this section.

2.1 Determining Malicious Behaviour

A network attack can result in a loss of service (e.g., as a
consequence of a DDoS attack). Similarly, legitimate user
behaviour can lead to a loss of service (e.g., as a conse­
quence of a flash crowd event). We have seen on the Wray
village WMN that legitimate peer-to-peer traffic can have
an adverse effect on network operation [14]. Furthermore,
environmental effects such as bad weather or large vehicles
blocking the line-of-sight of antenna can result in poor lev­
els of connectivity, or even none at all (a phenomenon we
have also experienced).

The role of an IDS is to generate an alarm when ma­
licious behaviour is detected. Legitimate but nonetheless
anomalous (and potentially adverse) events could lead to an
intrusion detection system generating false positives [19].
A sufficiently high enough false positive rate could render
the system unusable. A key challenge when developing
an IDS in this context is to understand to what extent is it
possible to generate alarms solely in the presence of mali­
cious behaviour, given the diverse attack space of a commu­
nity WMN (see Section 3) and the range of legitimate but
anomalous events that could occur.

There are two approaches in the literature used to iden­
tify malicious behaviour: misuse detection and anomaly de-

tection [27]. Misuse detection requires significant computa­
tion, which is often not available on the hardware in WMN
contexts. Thus, this paper will focus primarily on anomaly
detection, but the architecture we provide allows for the ad­
dition of misuse detection in certain circumstances.

2.2 System Administration

There is a continuum of ad-hoc approaches to commu­
nity WMN administration. For example, the Wray vil­
lage network is managed by a consortium of local residents
[6], with technical assistance from researchers at Lancaster
University - whereas other networks could operate without
any such consortium and be managed in an entirely decen­
tralised manner. This is unlike typical enterprise networks,
where a single entity (such as a systems services depart­
ment) is chartered with administering the network and im­
plementing a security policy, which includes services such
as intrusion detection.

Furthermore, implementers of intrusion detection sys­
tems in an enterprise setting are typically qualified and mo­
tivated to do so - it represents their day job - this is not nec­
essarily the case in a WMN context. This is not to underrate
the technical expertise of community WMN providers, but
there is likely to be a greater diversity of expertise, inclina­
tion, and time available for managing an intrusion detection
system.

2.3 Diverse Resource Availability

The availability of hardware resources (e.g., processor,
memory, and storage capacity) can be diverse on a commu­
nity WMN. This is important because it is unlikely that ded­
icated IDS hardware will be deployed on such a network.
Available devices could be made up of relatively resource
abundant personal computers, through to tightly constrained
systems, such as wireless access points that tend to have a
smaller form factor, use little electricity, and are fan-less.

To get an indication of the ability of mesh devices to
perform intrusion detection activities, we conducted exper­
iments with a NETGEAR WG302 wireless access point [1]
running OpenWrt [2], using IEEE 802.11g. Connection
tracking was enabled - a necessary service if the device is
performing Network Address Translation (NAT), as is the
case with many deployed WMNs. A source host sent, via
the mesh device, a number of different traffic loads to a sink
for 60 seconds. The top application sampled CPU utilisa­
tion every ten seconds on the mesh device, which were aver­
aged; the average CPU utilisation over three runs is shown
Fig. 1. A low deviation was seen on these results.

The results in Fig. 1 demonstrate that under normal traf­
fic loads the CPU utilisation of the mesh device is quite low,
including forwarding trace traffic from the Wray village net-

611

Authorized licensed use limited to: IEEE Xplore. Downloaded on February 25, 2009 at 09:22 from IEEE Xplore.  Restrictions apply.












